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ABSTRACT

Systems and methods for routing communications to a plat-
form service are provided. A message including payload data
is received. The information in the payload data of the mes-
sage is examined in order to determine the type of message.
The message is then relayed to an appropriate platform ser-
vice based on the type of message. Some embodiments assign
numbers to the packets that make up the message.
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ROUTING OF COMMUNICATIONS TO ONE
OR MORE PROCESSORS PERFORMING
ONE OR MORE SERVICES ACCORDING TO
A LOAD BALANCING FUNCTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation and claims
the priority benefit of U.S. patent application Ser. No. 14/624,
533 filed Feb. 17,2015, which is a continuation and claims the
priority benefit of U.S. patent application Ser. No. 14/185,178
filed Feb. 20, 2014, now U.S. Pat. No. 8,959,384 issued Feb.
17, 2015, which is a continuation and claims the priority
benefit of U.S. patent application Ser. No. 11/903,219 filed
Sep. 21, 2007, now U.S. Pat. No. 8,700,775 issued Apr. 15,
2014, which is a divisional and claims the priority benefit of
U.S. patent application Ser. No. 10/733,808 filed Dec. 10,
2003, now U.S. Pat. No. 8,572,249 issued Oct. 29, 2013, the
disclosures of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to a network appliance
for managing a variety of software and network services, such
as access method and load balancing services. Various aspects
of the present invention are particularly applicable to a net-
work appliance that cooperates with other network appli-
ances to provide multiple software and network services with
high reliability.

[0004] 2. Description of the Related Art

[0005] In the last decade, the use of electronic computer
networks has exploded. Electronic computer networks may
be found in businesses, schools, hospitals, and even resi-
dences. With these networks, two or more computing devices
communicate together to exchange packets of data according
to one or more standard protocols, such as the TCP/IP proto-
cols. Usually, one computer, often referred to as a “client,”
requests that a second computer perform a service. In
response, the second computer, often referred to as a “server,”
performs the service and communicates the resulting data
back to the first computer. Some computer networks may also
include one or more switches, for providing connectivity
between one or more clients and one or more servers.
[0006] Larger networks may include additional compo-
nents to manage communications between clients and serv-
ers. For example, a large network having multiple servers
may include one or more load balancers, to route client com-
munications among the server computers. A load balancer
may direct a client communication to a server based upon the
workload of other servers in the network, or to ensure that a
communication carrying data affiliated with a specific server
is properly directed to that server. If a network performs a
vital purpose, the network may duplicate one or more com-
ponents for redundancy, in the event that a component fails.
[0007] FIG. 1 illustrates one example of a conventional
communication network 101. More particularly, the network
101 may be employed to provide a client computer with
secure access through a public network 103, such as the
Internet, to a private network or “Intranet” 105. As seen in this
FIG., the communication network 101 includes a first group
of switches 107, a group of load balancers 109, a second
group of switches 111, a group of access servers 113, and a
third group of switches 115. As will be appreciated by those
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of ordinary skill in the art, the networks 101, 103 and 105 also
will include one or more routers (not shown) for routing
communications between the networks to a specified network
address.

[0008] To use the communication network 101, a client
computer transmits a communication through the Internet
103 to a switch 107. The illustrated network 101 includes two
switches 107, but other implementations of the network 101
may include only a single switch 107 or three or more
switches 107 as desired, depending upon the amount of
redundancy desired in the network. The switch 107 receiving
the communication delivers it to a load balancer 109. As will
be appreciated by those of ordinary skill in the art, the load
balancer 109 is a computing device that directs incoming
communications to an access server 113 through a switch
111. For example, if a communication is new, the load bal-
ancer 109 may route the communication to the access server
113 that is currently handling the fewest communications.
Alternately, the load balancer 109 may employ a “round
robin” process to assign each new communication to the next
access server 113 in an ordered list. If, however, the commu-
nication includes data that is affiliated with a particular access
server 113, as will be explained in more detail below, then the
load balancer 109 may route the communication to that par-
ticular access server 113.

[0009] The access server 113 provides one or more plat-
form services, including at least one access method service
for securely accessing the Intranet 105. For example, the
access server 113A may provide an extranet Web service
(EW), which allows a client computer to securely access the
Intranet 105 through a browser using an encryption technique
such as, for example, the Secure Sockets Layer (SSL.) encryp-
tion technique. The access server 113A may also provide a
node management (NM) service and a repository service for
storing information, such as local authentication information
like user names, passwords, and digital certificates. The
repository service may also be used to store user personal
profile information, such as user names, single sign-on cre-
dentials for intranet servers, bookmarks and the like. The
repository service may be, e.g., a directory employing the
Lightweight Directory Access Protocol (LDAP).

[0010] The access server 113A may also provide a distrib-
uted cache service which shares and replicates useful data
among multiple access servers 113. The access server 113B
may then alternately provide a virtual private network (VPN)
service, which allows a client computer to act as a node of the
Intranet 105 using an encryption technique such as, for
example, the SSL encryption technique. The access server
113B may additionally provide a node management service
and a repository service like the access server 113A.

[0011] Once a communication from a client computer has
been decrypted and processed by an access server 113, it is
then routed back through a switch 111 to a load balancer 109.
The load balancer 109 directs the communication through a
switch 115 to the Intranet 105. When a computer in the
Intranet 105 responds to the communication from a client, the
process is reversed to encrypt the outgoing response and
transmit it to the client computer back through the Internet
103.

[0012] Inthenetwork 101, both the extranet Web service of
the access server 113 A and the virtual private network service
of the access server 113B will generate an encryption “ses-
sion” for related communications from a client computer. An
encryption session, such as an SSL session, allows each client
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communication and reply associated with the session to be
processed using encryption key information. A client com-
puter could be required to authenticate itself for each domain,
software service or network device it needs to access. Using
authentication management software, a client computer may
also authenticate itself only once per encryption session, i.e.,
during the initial communication, and the network access
system may cache the authentication information for the ses-
sion. The client computer can then include an identifier for the
session in subsequent communications, rather than having to
repeatedly submit its authentication information.

[0013] The network 101 may also employ the session iden-
tifier to accurately route a communication to the access server
hosting the associated encryption session. More particularly,
a communication from a client computer may include a vir-
tual Internet protocol address or “VIP” address. This type of
address is not associated with a particular computing device,
but may instead be translated by a network address translation
(NAT) process into one or more actual Internet protocol
addresses for particular computing devices. When a load bal-
ancer 109 receives a communication, it checks the commu-
nication for a session identifier. If the communication
includes a session identifier, then the load balancer 109 uses
a lookup table to associate that session identifier with the
actual Internet protocol address for the access server 113
hosting the corresponding encryption session. The load bal-
ancer 109 can then execute a network address translation that
translates the virtual Internet protocol address into the actual
Internet protocol address for the access server 113 hosting the
session. If the communication does not include a session
identifier, then the load balancer 109 will route the commu-
nication to any appropriate access server 113 based upon its
load balancing algorithm.

[0014] While two load balancers 109 are illustrated in the
communication network 101, only one load balancer 109
typically will operate at any time. More particularly, incom-
ing communications may also employ a virtual media control
access (MAC) address to access the network 101. As will be
appreciated by those of ordinary skill in the art, the routers in
the networks 101 and 105 will map an Internet protocol
address to a media access control address associated with the
hardware of a particular device using the address resolution
protocol (ARP). The switches 107 and 115 will then passively
map a media access control address to a switch port. Accord-
ingly, the load balancer 109 which is acting as the primary
load balancer 109 will associate itself with both the virtual
Internet protocol address and the virtual media access control
address. If the primary load balancer 109 fails, then the sec-
ondary load balancer 109 will associate itself with the virtual
Internet protocol address and the virtual media access control
address, ensuring that subsequent communications are routed
to it and thereby taking over the load balancing responsibili-
ties from the primary load balancer 109.

[0015] Because the primary load balancer 109 is respon-
sible for directing incoming communications to the access
servers 113, the primary load balancer 109 monitors the status
of other components in the network 101. For example, the
primary load balancer 109 may employ an interface monitor-
ing service, which determines when a network pathway, such
as an interface or switch port, fails. Thus, if the interface
monitoring service determines that a network pathway to an
access server 113 has failed, then the load balancer 109 will
not direct client communications to that access server 113.
The primary load balancer 109 may also employ a service
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monitoring service that determines when a service provided
by the access servers 113 fails. If the service monitoring
service determines that a particular service provided by an
access server 113 has failed (e.g., a VPN service), then the
load balancer 109 will avoid directing any communications
requiring the failed service to that access server 113. The load
balancer 109 may, however, still route other types of commu-
nications to that access server 113 if its other services (e.g.,
the repository service) have not failed.

[0016] While this arrangement has been successfully
employed in a variety of networks, it has a number of disad-
vantages. For example, each component and each interface
and connection between the different components the net-
work 101 represents a point in the network 101 that can really
fail. Thus, a single load balancer 109 has five points at which
it functionality can fail. First, the load balancer 109 can itself
fail. Second, the interface or connection of the load balancer
witha switch 111 can fail. Third, a switch 111 can fail. Fourth,
the interface or connection of the load balancer with a switch
115 can fail, and fifth, a switch 115 can fail.

[0017] Inaddition to the high number of failure points, the
network 101 requires a great deal of effort from a network
administrator or other person responsible for maintaining it.
Each separate component must be installed, set up, assigned
a network address, and maintained. Still further, the network
101 is very expensive.

[0018] Forexample, a single load balancer may cost several
thousands of dollars. Having only a primary and a secondary
(or backup) load balancer 109 can significantly add to the
price of the network 101, and having additional backup load
balancers 109 will further increase the price of the network
101.

SUMMARY OF THE PRESENTLY CLAIMED
INVENTION

[0019] Systems and methods of the present invention pro-
vide for routing communications to a platform service. A
message that contains data indicating where it should be
directed is received, and information in the payload data of
the message is examined in order to determine the type of
message. The message is then relayed to an appropriate plat-
form service based on the type of message.

[0020] An embodiment of the present invention includes
methods for routing communications to a platform service.
The first part of a communication may be received and
acknowledged. The second part of the communication con-
taining payload data may also be received and the payload
data analyzed. Based on information in the payload data
analysis, the first part of the communication may then be
relayed to a platform service, which acknowledges it. The
second part of the communication may also be relayed to the
platform service. The platform service may reply to the sec-
ond part of the communication, which is relayed back to the
source of the original communication. In some embodiments
of'the present invention, the various parts of the communica-
tion may be numbered. The parts may be re-numbered in
different communications. Some embodiments of the present
invention also allow for reconciliation when there are mul-
tiple numbering systems.

[0021] An embodiment of the present invention includes
alternate methods for routing communications to a platform
service. A communication that includes payload data may be
received. The payload data may indicate a type of communi-
cation associated with a platform service. The communica-
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tion is then relayed to the appropriate platform service. In
some embodiments, the platform service may send a reply,
which may be relayed to a source of the original communi-
cation.

[0022] An embodiment of the present invention includes
systems for routing communications to a platform service.
Such systems may include an input for receiving a commu-
nication, a processor that executes instructions for determin-
ing the type of communication, and an output for relaying the
communication to a platform service. The communication
may include payload data, which may indicate what type of
communication was received. Some embodiments of the
present invention further include one or more platform ser-
vices.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] FIG. 1 shows one example of a conventional net-
work.
[0024] FIG. 2 shows an example ofa computing device that

can be used to implement a network appliance according to
various examples of the invention.

[0025] FIG. 3 shows an example of a network employing
two network appliances according to various examples of the
invention.

[0026] FIG. 4 shows the components of a network appli-
ance according to various examples of the invention.

[0027] FIGS. 5A and 5B together illustrate an example of
port multiplexing according to various embodiments of the
invention.

[0028] FIG. 6 illustrates an example of a single-homed
network according to various embodiments of the invention.
[0029] FIG. 7 shows an example of a network employing
N+1 number of network appliances according to various
examples of the invention.

DETAILED DESCRIPTION

[0030] Various embodiments of a network appliance
according to the invention may be implemented using elec-
tronic hardware. More typically, however, the various fea-
tures of the invention will be implemented by executing soft-
ware instructions on a programmable computing device or
computer. Accordingly, FIG. 2 shows one example of a com-
puter 201 that can be used to implement a network appliance
according to different embodiments of the invention.

[0031] The computer system 201 illustrated in FIG. 2
includes a processing unit 203, a system memory 205, and a
system bus 207 that couples various system components,
including the system memory 205, to the processing unit 203.
The system memory 205 may include a read-only memory
(ROM) 209 and a random access memory (RAM) 211. A
basic input/output system 213 (BIOS), containing the rou-
tines that help to transfer information between elements
within the computer system 201, such as during startup, may
be stored in the read-only memory (ROM) 209. If the com-
puter system 201 is embodied by a special-purpose “server
application” computer system 201, it may further include, for
example, another processing unit 203, a hard disk drive 215
for reading from and writing to a hard disk (not shown), a
magnetic disk drive 217 for reading from or writing to a
removable magnetic disk (not shown), or an optical disk drive
219 for reading from or writing to a removable optical disk
(not shown) such as a CD-ROM or other optical media.
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[0032] A number of program modules may be stored on the
ROM 209, the hard disk drive 215, the magnetic disk drive
217, and the optical disk drive 219. A user may enter com-
mands and information into the computer system 201 through
an input device 223, such as a keyboard, a pointing device, a
touch screen, a microphone, a joystick or any other suitable
interface device. Of course, the computer system 201 may
employ a variety of different input devices 223, as is known in
the art. An output device 225, such as a monitor or other type
of'display device, is also included to convey information from
the computer system 201 to the user. As will be appreciated by
those of ordinary skill in the art, a variety of output devices
225, such as speakers and printers, may alternately or addi-
tionally be included in the computer system 201.

[0033] Inorderto access other computing devices, the com-
puter system 201 is capable of operating in a networked
environment using logical connections to one or more remote
computing devices, such as the remote computing device 227.
The computer system 201 may be connectable to the remote
computer 227 through a local area network (LAN) 229 or a
wide area network (WAN) 231, such as the Internet. When
used in a networking environment, the computer system 201
may be connected to the network through an interface 233,
such as a wireless transceiver, a modem, an Ethernet or Token
Ring, connection, or any other such interface. While the inter-
face 233 is illustrated as an internal interface in FIG. 2, it may
alternately be an external interface as is well known in the art.
Of course, it will be appreciated that the network connections
shown in this figure are exemplary, and other means of estab-
lishing a communications link with other computers may be
used.

[0034] Various implementations of the invention may
employ two or more computer systems 201. As previously
noted, several input and output devices, such as monitors,
mice and keyboards, may be used to control a single computer
system 201. When two or more computer systems 201 are
employed together, a Keyboard/Video/Mouse (KVM) switch
may beused to allow the functions of a single monitor, mouse,
and keyboard to be used for each of the computer system 201.
For a typical server application computer system 201, the
form factor of the computing system 201 will be much more
compact than, for example, a personal computer type com-
puting system, and may not be particularly conducive to the
use a keyboard, monitor, and mouse even ifa KVM is used to
control several systems 201. Instead, a server application type
computer system 201 may employ alternate methods for pro-
viding input to and receiving output from the computer sys-
tem 201.

[0035] Forexample, software running on the computer sys-
tem 201 may be employed that allows a command line inter-
face for the system 201 to be accessed remotely. One such
example of this access software is called “Telnet,” but this
software suffers from inherent insecurity in that the Telnet
communications traversing a network are in clear text and can
easily be intercepted by others. To solve this problem, a
secure version of telnet, referred to as “stelnet,” was devel-
oped, along with a much faster and completely different type
of access software employing the secure shell (SSH) proto-
col.

[0036] While this type of access software, such as SSH
protocol software, stelnet, and Telnet, may be used for admin-
istering a computer system 201, it is only operational as long
as the software is running and functional on the computer
system 201. When administrative tasks need to be performed
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while this software is not running or functioning, (e.g., to
troubleshoot this software, when installing a new computer
system 201, or to reboot the computer system 201), an admin-
istrator can access the computer system 201 via, for example,
a serial connection physically located in the computer system
201 and controlled by special code permanently imprinted on
circuitry outside of the primary operating system. This serial
system can be access remotely via the use of a remote access
to the serial connection, typically referred to as a “Terminal
Server.”

A Dual-Homed Network

[0037] FIG. 3 illustrates one example of a “dual-homed”
network 301 that employs a network appliance according to
various examples of the invention. As used herein, the term
“dual-homed” refers to the use of the network 301 to connect
two separate networks (e.g., the Internet 103 and an Intranet
105 in the illustrated example).

[0038] Thus, there are two separate access points to the
network 301. As seen in this FIG., the network 301 includes
a firewall 303 connected to a switch 305. The switch 305 in
turn is connected to two network appliances 307 according to
various examples of the invention. The network appliances
307 are connected to a second switch 309, which is connected
to a second firewall 311. The firewall 311 provides access to
the Intranet 105.

[0039] A backplane connection 313 connects the two net-
work appliances 307 so that they may quickly exchange data,
as will be discussed in more detail below. As known to those
of ordinary skill in the art, a backplane is a circuit board or
framework that supports other circuit boards, devices, and the
interconnections among devices. Because the network appli-
ances 307A and 307B are connected via the backplane 313,
they can exchange data without the delay incurred by trans-
mitting data through a switching device. Moreover, because
the backplane is a dedicated network link between the net-
work appliances 307A and 307B, it has dedicated bandwidth
and thus a very low latency. A 10/100/1000 megabit Ethernet
card may be employed to connect backplane 313 to the net-
work appliances 307A and 307B, for example.

[0040] It should be noted that, with alternate embodiments
of the invention, the network 301 may contain additional or
alternate devices. For example, with some embodiments of
the invention, the network 301 may omit the firewall 303, the
firewall 311, or both. Also, one or both of the switches 303
and 309 may be replaced with a hub or other type of bus
device.

The Network Appliance

[0041] FIG. 4 illustrates a network appliance 307A in
greater detail. As shown this FIG., the network appliance
307A includes a plurality of software services for providing
one or more services to a client computer. More particularly,
the network appliance 307A provides a load balancing ser-
vice 401 and one or more platform services. With the illus-
trated embodiment, the platform hosted by the network appli-
ance 307A provides secure access to the Intranet 105.
Accordingly, the platform services may include one or more
access method services for securely accessing the Intranet
105. For example, with the illustrated embodiment, the net-
work appliance 307A provides a virtual private network ser-
vice 403 and an extranet Web service 405.
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[0042] One or more of the other platform services may then
be used to support, enhance or even work through the access
method services. Thus, the network appliance 307A also
includes a repository service 407, a workplace service 409, a
logging aggregation service 411, a policy service 413, an
administrative management console service 415, and a dis-
tributed cache service 417. Each of these platform services
will be explained in more detail below.

[0043] With the illustrated embodiment, the network appli-
ance 307 is connected to other devices through three Ethernet
connections 419-425 and a SCSI connection 425. More par-
ticularly, the FEthernet connection 419 is employed to
exchange data with the switch 309, while the Ethernet con-
nection 421 is employed to communicate with the switch 305.
The Ethernet connection 423 is then used to communicate
with other network appliances 307 (such as the network appli-
ances 307B) over the backplane 313. Accordingly, each of
these platform services 403-417 listens for communications
over the backplane 313, an internal communication bus
within the network appliance 307A, or both. If a platform
service listens for communications over the backplane 313, it
responds to communications referencing an address for, e.g.,
the network interface card (NIC) providing the Ethernet con-
nection 423. The SCSI connection 425 is used to transmit data
to and receive data from the repository 433, which stores data
for the repository service 407. It should be appreciated, how-
ever, that alternate embodiments of the network appliances
307 may employ alternate arrangements or types of connec-
tions. For example, the ordering of the Ethernet connections
419-423 may be changed such that, e.g., Ethernet connection
421 communicates over the backplane 313 rather than with
the switch 305. Also, the SCSI connection 425 may instead be
implemented using an IDE connection or other desired type
of connection. Still further, different embodiments of the
invention may employ more or fewer connections for com-
municating with other components.

[0044] With the illustrated embodiment, the network appli-
ance 307B provides the same platform services 403-417 dis-
cussed above. Accordingly, in the following discussion, any
reference to a platform service 403-417 unless otherwise
specifically noted is applicable to the implementation of that
platform service on each network appliance 307. With alter-
nate embodiments of the invention, however, both the net-
work appliance 307A and 307B may provide alternate or
additional platform services. For example, with some
embodiments of the invention, the network appliance 307A
may not provide the virtual private network service 403,
while the network appliance 307B may not provide the extra-
net Web service 405. Discussing the platform services 403-
417 in more detail, the virtual private network service 403
allows a client computer to act as a node of the Intranet 105
using an encryption technique such as, for example, the SSL,
encryption technique. The extranet Web service 405 similarly
allows a client computer to securely access the Intranet 105
through a browser using an encryption technique. Various
examples of such encryption techniques that may be
employed by either the virtual private network service 403 or
the extranet Web service 405 are described in U.S. patent
application Ser. No. 09/782,593, entitled “Method And Appa-
ratus For Providing Secure Streaming Data Transmission
Facilities Using Unreliable Protocols” filed on Feb. 12, 2001
and naming Marc van Heyningen as inventor, and U.S. patent
application Ser. No. 09/783,146, entitled “Method And Appa-
ratus For Providing Secure Streaming Data Transmission
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Facilities Using Unreliable Protocols” filed on Feb. 13, 2001
and naming Marc van Heyningen and Rodger Erickson as
inventors, each of which is incorporated entirely herein by
reference. Of course, still other encryption techniques and
mechanisms may be used to implement the virtual private
network service 403, the extranet Web service 405, or both.
[0045] Therepository service 407 stores information inand
retrieves information from the repository 433. The repository
service 407 may be used to store a variety of different types of
information that may be used by other platform services or by
a client computer. For example, the repository service 407
may be used to stored local authentication information, such
as user names, passwords, and digital certificates.

[0046] The repository service 407 may also be used to store
user personal profile information, such as user names, single
sign-on credentials for intranet servers, bookmarks and the
like. The repository service 407 may be implemented using,
e.g., a directory employing the Lightweight Directory Access
Protocol (LDAP) or other protocol for managing a database.
[0047] The workplace service 409 is a portal service that
may be used to augment the features of the virtual private
network service 403, the extranet Web service 405, or both.
For example, the workplace service 409 may provide Web file
access proxy services for the extranet Web service 405 and
personal profile bookmarks for users of various client com-
puters. The workplace service 409 may also provide links,
such as hypertext links provided by a corporate or other
institutional entity, to resources authorized for remote access.
[0048] As will be appreciated by those of ordinary skill in
the art, each network appliance 307 typically will generate
activity information during its operation. This activity infor-
mation may include, for example, messages indicating when
and/or why an activity is begun, messages indicating when
and/or why an activity is ended, and messages indicating
when and/or why an error in performing an activity has
occurred. The logging aggregation service 411 stores this
activity information for later by, e.g., a network administrator
or other person responsible for maintaining the network 301.
With some embodiments of the invention, the logging aggre-
gation service 411 for each network appliance 307 records the
activity information for every network appliance 307 in the
network 301. Of course, with alternate embodiments of the
invention, the logging aggregation service 411 may store only
the activity information relevant to its network appliance 307.
[0049] The policy service 413 administers policy rules for
user of the client computers. For example, the policy service
413 may administer rules determining access to Web sites or
other locations within the Intranet 105. As will be discussed in
more detail below, the administrative management console
service 415 is used to configure the topology of the network
301, and to setup and maintain the services on the network
appliances 307A and 307B. The administrative management
console service 415 may, for example, be used to configure
the policy rules administered by the policy service 413. With
various embodiments of the invention, the administrative
management console service 415 may configure the policy
rules in such a manner that the policy service 413 on each
network appliance 307 share a common set of rules. By
sharing a common set of policy rules, the network 301 can
continue to enforce the desired policy rules even if one of the
network appliances 307 fails.

[0050] The distributed cache service 417 also maintains a
cache of data that is available to each network appliance 307.
More particularly, the distributed cache service 417 monitors
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and records various pieces of information employed by its
hosting network appliance 307. The distributed cache service
417 then forwards this recorded information to the distributed
cache services 417 of other network appliances 307, foruse in
the event that its hosting network appliance 307 fails. The
distributed cache service 417 thus allows a task being per-
formed by a platform service on one network appliance 307 to
fail over to a corresponding platform service on another net-
work appliance 307.

[0051] Forexample, the distributed cache service 417 of the
network appliance 307 A may record the client authentication
and encryption information for each encryption session pro-
vided by the virtual private network service 403 on the net-
work appliance 307A. The distributed cache service 417 of
the network appliance 307A will then forward that informa-
tion to the distributed cache service 417 of the network appli-
ance 307B. If the virtual private network service 403 on the
network appliance 307A fails during an encryption session,
then all future communications relating to that session will be
handled by the virtual private network service 403 on the
network appliance 307B. Using the shared client authentica-
tion and encryption information for the encryption session,
the virtual private network service 403 on the network appli-
ance 307B can establish a new encryption session without
requiring that the client computer resubmit its authentication
information and obtain a new encryption key.

[0052] It should be appreciated that various embodiments
of'the invention may cache different types of information. For
example, with some embodiments of the invention, the dis-
tributed cache service 417 may record and distribute only
authentication information, encryption key information and
other encryption session information necessary to allow a
client computer to establish a new encryption session through
another platform service without having to reauthenticate
itself. With other embodiments of the invention, however, the
distributed cache service 417 may record and distribute
enough state information to allow another platform service to
assume administration of an existing encryption session or
execution of another software application without interrup-
tion.

[0053] Still further, for some embodiments of the inven-
tion, the distributed cache service 417 may record and dis-
tribute different types of information based upon individual
users of the client computers. Thus, the distributed cache
service 417 may store detailed state information for users
employing one type of client computer (e.g., client computers
within a corporate network), but only store and distribute
authentication information for users employing another type
of client computer (e.g., client computer located outside of
the corporate network). With various embodiments of the
invention, the amount and type of cached and distributed data
may be determined by, for example, an administrator for the
network 301 in advance, by a user of the client computer, by
a software application employing the network appliance 307,
or any combination thereof. Examples of distributed cache
services that may be employed by various embodiments of
the invention are described in U.S. patent application Ser. No.
09/783,147 entitled “Distributed Cache For State Transfer
Operations” filed on Feb. 13, 2001, and naming Rodger D.
Erickson as inventor, which application is incorporated
entirely herein by reference.

[0054] With the illustrated embodiment, only a single load
balancing service 401 will be active at any time. Thus, if the
load balancing service 401 provided by the network appliance
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307A is designated the primary load balancing service, then
the load balancing service 401 provided by the network appli-
ance 307B will serve as a secondary or “standby” load bal-
ancing service, and will operate only when the load balancing
service 401 of the network appliance 307A fails. If the pri-
mary load balancing service 401 does fail, the secondary load
balancing service 401 can employ the shared information
maintained by the administrative management console ser-
vice 415 to redirect client communications without interrup-
tion in service.

[0055] This arrangement between a primary load balancing
service 401 and a standby load balancing service 401 may be
implemented using a virtual Internet protocol (VIP) address
and a virtual media access control (VMAC) address. More
particularly, a communication to the switches 305 and 309
will reference both a virtual Internet protocol address and a
virtual media access control address, which are not associated
with a particular network appliance 307. The switch 305 or
309 receiving the communication will route the communica-
tion to the access server 307 hosting the primary load balanc-
ing service 401, which owns both the virtual Internet protocol
address and the virtual media access control address. Thus,
designating the virtual media access control address for the
network appliance 307 hosting the primary load balancing
service 401 as the real media access control address ensures
that the switch 305 or 309 will routes the communication to
that network appliance 307. Accordingly, the primary load
balancing service 401 acts upon the received communication,
and directs it to the appropriate platform service. Likewise,
the standby load balancing service 401 will not act upon the
communication. As will be discussed in more detail below, if
the primary load balancing service 401 fails, then the second-
ary or backup load balancing service 401 can take over own-
ership of the virtual media access control address and assume
the responsibility of load balancing incoming communica-
tions. This arrangement allowing for a switch or “failover” of
the load balancing responsibilities from a primary load bal-
ancing service 401 to a secondary load balancing service 401
is referred to as an “active/standby” configuration. This con-
figuration supports the high availability of the load balancing
functions on the network 301 when interruptions occur to the
network appliance 307 hosting the primary load balancing
service 401.

[0056] Inthe network 301, both the virtual private network
service 403 and the extranet Web service 405 will generate an
encryption “session” for related communications from a cli-
ent computer. The network appliance 307 may employ the
virtual Internet protocol address and the session identifier to
accurately route a communication to the access method ser-
vice hosting the associated encryption session. When a load
balancing service 401 receives a communication, it checks
the communication for a session identifier. If the communi-
cation includes a session identifier, then the load balancer 401
uses a lookup table to associate that session identifier with the
actual Internet protocol address for the access method service
403 or 405 hosting the corresponding encryption session. The
load balancing service 401 can then execute a network
address translation that translates the virtual Internet protocol
address into the actual Internet protocol address for the access
method service 403 or 405 hosting the session. If the com-
munication does not include a session identifier, then the load
balancing service 401 will route the communication to any
appropriate access method service 403 or 405 based upon its
load balancing algorithm.
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[0057] Unlike the load balancing services 401, with the
illustrated embodiment both the platform services 403-417
on the network appliance 307A and the platform services
403-417 on the network appliance 307B will typically always
be active. That is, the platform services 403-417 on both
network appliances 307 will concurrently process incoming
communications from client computers. Accordingly, the pri-
mary load balancing service 401 will route new client com-
munications to both the platform services 403-417 provided
by its own network appliance 307 and the platform services
403-417 provided by the other network appliance 307. Thus,
even if the primary load balancing service 401 is hosted by the
network appliance 307A, it may direct client communica-
tions to one or more working platform services 403-417 pro-
vided by the network appliance 307B. The concurrent opera-
tion of platform services 403-417 on one or more network
appliances 307 is referred to as an “active/active” configura-
tion.

The Load Balancing Service

[0058] Referring to the load balancing service 401 in more
detail, this service includes a load balancing process 425, a
service monitoring process 427, an interface monitoring pro-
cess 429, and a node management process 431. As will be
discussed in more detail below, the service monitoring pro-
cess 427 and the node management process 431 cooperate
together to monitor the status of the platform services 403-
417 on both the network appliance 307A and the network
appliance 307B. The interface monitoring process 429 moni-
tors for critical systems failures of devices in the network 301
or failures in the network 301 itself. Thus, the interface moni-
toring process 429 monitors the status of the interfaces and
connections that the network appliance 307A employs to
exchange data with other devices, including the backplane
connection 313 connecting the network appliance 307A and
the network appliance 307B. The load balancing process 425
then directs incoming client communications to platform ser-
vices based upon the status information provided by the ser-
vice monitoring process 427, the interface monitoring pro-
cess 429, and the node management process 431.

[0059] The load balancing process 425 may be imple-
mented using, for example, the ipvasdrn (“IP load balancing
administration module”) from the Linux Load balancing
project. Of course, products and mechanisms, including other
server products, may be employed with alternate embodi-
ments of the invention. The load balancing process 425 may
employ any desired technique to direct new client communi-
cations to the platform services 403-417. For example, the
load balancing process 425 may employ the round-robin
technique to direct new client communications. According to
this technique, new communications are directed to the
appropriate working platform services 403-417 based upon
their order in a list. Alternately, the load balancing process
425 may employ the weighted least connection technique to
direct new client communications. With the weighted least
connection technique, the load balancing process 425 directs
new client communications to working platform services
403-417 based upon the number of communications already
being processed by each service.

[0060] It should be noted that, if a client communication
includes data associated with a particular platform service
403-417, then the load balancing process 425 will direct the
client communication to that platform service. For example,
as will be discussed in more detail below, the load balancing
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process 425 may determine what service is being requested
by the communication. Thus, if the client communication is
requesting the use of the virtual private network service 403
hosted by the network appliance 307B, then the load balanc-
ing process 425 will direct the client communication to that
virtual private network service 403 (even if the primary load
balancing service 401 is hosted by the network appliance
307A). When a client communication is associated with a
platform service that has failed, then the load balancing pro-
cess 425 will redirect the communication to a corresponding
platform service that is working. The new platform service
can then employ the shared information from the distributed
cache service 417 to process the client communication.
[0061] As previously noted, the load balancing process 425
directs incoming client communications based upon the sta-
tus of the platform services 403-417 on both network appli-
ances 307 and the status of the interfaces and connections
linking the network appliances 307. In the illustrated embodi-
ment, both the primary load balancing service 401 and one or
more secondary load balancing services 401 may simulta-
neously monitor the status of the platform services, interfaces
and connections.

[0062] This arrangement allows the secondary load balanc-
ing services 401 to quickly assume the load balancing func-
tion if the primary load balancing service fails. With alternate
embodiments of the invention, however, only the load balanc-
ing service 401 that is acting as the primary load balancing
service may monitor the status of the platform services, inter-
faces and connections.

[0063] The node management process 431 determines
whether a platform service initially has started properly, or
has restarted properly after a failure by verifying that the
service is running in memory. When a process starts, it can be
identified in memory by a Process Identification number (PID
number) listed in a process table which is recorded in a file
stored in a specified location. One method for verifying that a
process is running in memory is to verify that the PID file has
been created and use the information stored in the PID file to
identify the processes in the process table, thus verifying that
these processes are running in memory. Periodically, the node
management process 431 checks for a PID in the PID file
corresponding to each platform service. If the node manage-
ment process 431 does not find a PID corresponding to a
particular service, or cannot identify the process in memory
using the information stored within the PID file, then the node
management process 431 informs the service monitoring pro-
cess 427 that the platform service has failed to start (or restart)
properly.

[0064] In the illustrated embodiment, the node manage-
ment process 431 checks the PID file only for PIDs corre-
sponding to local platform services. That is, the node man-
agement process 431 on the network appliance 307A will
only check for PID files corresponding to platform services
hosted on the network appliance 307 A, while the node man-
agement process 431 on the network appliance 307B will
only check for PID files corresponding to platform services
hosted on the network appliance 307B. With alternate
embodiments of the invention, however, the node manage-
ment process 431 may share its platform service status with
every network appliance 307 in a network.

[0065] With the illustrated embodiment, the service moni-
toring process 427 of the primary load balancing service 401
polls the node management process 431 on each network
appliance 307 for the status of its corresponding platform
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services. With alternate embodiments of invention, however,
the node management process 431 on each network appliance
307 may “push” the platform service status information to
service monitoring process 427 of the primary load balancing
service 401. Still further, with alternate embodiments of the
invention, the service monitoring process 427 of the standby
load balancing services 401 may also obtain the status infor-
mation from the node management process 431 on each net-
work appliance 307.

[0066] The service monitoring process 427 may be imple-
mented using a software module or “daemon” created with,
for example, the Linux or Unix operating system. As previ-
ously noted, the service monitoring process 427 gathers
reports from the node management process 431 indicating
when a platform service has not started or restarted properly.
More particularly, the node management process 431 reports
the status of each platform service as being “RUNNING,”
“NOT RUNNING,” or “STARTING. If the node manager
process 431 reports any status other than “RUNNING,” the
service monitoring process 427 marks that platform service
as being in “HOLD_DOWN” mode, and informs the load
balancing process 425 to suspend communications to that
platform service.

[0067] In addition, the service monitoring process 427
itself checks the status of one or more of the platform services
hosted by the network appliances 307. For example, in the
illustrated embodiment, the service monitoring process 427
determines whether the access method services (i.e., the vir-
tual private network service 403 and the extranet Web service
405) on each network appliance 307 will accept and process
communications. With alternate embodiments of the inven-
tion, however, the service monitoring process 427 may moni-
tor the working status of alternate or additional platform
services.

[0068] In order to check the working status of a platform
service on a network appliance 307 (including its own), the
service monitoring process 427 may, for example, simply
access that platform service. If the platform service is being
hosted by a different network appliance 307, then the service
monitoring process 427 accesses the platform service through
the address of the Ethernet connection 423 for that network
appliance 307 over the backplane 313. Similarly, if the plat-
form service is being hosted by the same network appliance
307 as the service monitoring process 427, then the service
monitoring process 427 accesses the platform service through
the backplane 313 address of the Ethernet connection 423 for
its own network appliance 307. The local backplane 313
Internet protocol (IP) address will then traverse an internal
route for the access request.

[0069] To access a virtual private network service 403, the
service monitoring process 427 may attempt to initiate an
SSL encryption session with that virtual private network ser-
vice 403 by transmitting a SOCKS protocol handshake to that
virtual private network service 403. If it does not receive a
response to the SOCKS handshake from the virtual private
network service 403, then the service monitoring process 427
increments a failure counter associated with the virtual pri-
vate network service 403. If the service monitoring process
427 successtully receives a reply to the SOCKS handshake
from the virtual private network service 403, then the service
monitoring process 427 resets the failure counter to zero. If
the failure counter reaches a threshold value, such as, e.g., a
value of three, then the service monitoring process 427 will
place the virtual private network service 403 in the “HOLD_
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DOWN” mode and inform the load balancing process 425 to
suspend any further communications to the virtual private
network service 403. The service monitoring process 427 will
then suspend its service checks of the virtual private network
403 for a preset period of time (e.g., 60 seconds, after which
the service monitoring process 427 will resume checking the
virtual private network 403.

[0070] If the node management process 431 reports the
status of the virtual private network service 403 as other than
“RUNNING,” the service monitoring process 427 suspends
all further service checks against the failed virtual private
network service 403. The node management process 431 will
continue attempts to restart the failed virtual private network
service until the service successfully starts and remains run-
ning. The load balancing process 425 will continue to sus-
pend any network traffic to the failed virtual private network
service 403 (by, for example, setting a status flag associated
with the service) until it is instructed by the service monitor-
ing process 427 that the virtual private network service 403 is
once again available to accept communications, as will be
described below. Communications requiring the virtual pri-
vate network service 403 will be directed to another network
appliance 307 having a working virtual private network ser-
vice 403. The existing communication connections to the
failed virtual private network service 403 are then allowed to
close on their own accord.

[0071] Even after a virtual private network service 403 has
failed, the node management process 431 will continue to
monitor the status of the failed virtual private network service
403. If the virtual private network service 403 successfully
restarts (creating a new PID in the PID file), the node man-
agement process 431 will register the restart of the service and
report a status of “RUNNING” to the service monitoring
process 427 when it next polls the node management process
431 for status information. The service monitoring process
427, will then place the virtual private network service 403 in
the “HOLD_DOWN” mode, and resume checking the status
of'the virtual private network service 403 after the preset time
period has expired. If the service monitoring process 427 then
can initiate three successful SOCKS handshakes with the
restarted virtual private network service 403, the service
monitoring process 427 will remove the “HOLD_DOWN”
mode status associated with the private virtual network ser-
vice 403 and thereby allow the load balancing process 425 to
begin forwarding communications to the virtual private net-
work service 403 again.

[0072] In a similar manner, the service monitoring process
427 may access the extranet Web service 405 by, for example,
sending it a simple network request (such as, e.g., a HTTP
GETrequest). Ifthe request is not successfully answered, then
the service monitoring process 427 increments a failure
counter associated with that extranet Web service 405. If the
service monitoring process 427 successfully receives a
response to its request, then the service monitoring process
427 resets the failure counter to zero. If the failure counter
reaches a threshold value, such as, e.g., a value of three, then
the service monitoring process 427 will place the extranet
Web service 405 in the “HOLD_DOWN” mode as described
above, and resume checking the status of the extranet Web
service 405 after the preset period has expired.

[0073] As with the virtual private network service 403, if
the node management process 431 reports the status of the
extranet Web service 405 as other than “RUNNING,” the
service monitoring process 427 suspends all further service
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checks against the failed extranet Web service 405. The node
management process 431 will continue attempts to restart the
failed extranet Web service 405 until the service successfully
starts and remains running. The load balancing process 425
will then continue to suspend any network traffic to the failed
extranet Web service 405, until it is instructed by the service
monitoring process 427 that the extranet Web service 405 is
once again available to accept communications. Instead, any
client communications requiring the extranet Web service
405 will be routed to another network appliance having a
working extranet Web service 405, and the existing commu-
nication connections to the failed extranet Web service 405
are then allowed to close on their own accord.

[0074] Again, even after an extranet Web service 405 has
failed, the node management process 431 and the service
monitoring process 427 will continue to monitor its status. If
the extranet Web service 405 successfully restarts (creating a
new PID in the PID file), the node management process 431
will register the restart of the service and report a status of
“RUNNING” to the service monitoring process 427 when it
next polls the node management process 431 for status infor-
mation. The service monitoring process 427 will then place
the extranet Web service 405 in the “HOLD_DOWN” mode,
and resume checking the status of the extranet Web service
405 after the preset time period has expired. If the service
monitoring process 427 then receives three successful replies
to its requests from the restarted extranet Web service 405,
then the service monitoring process 427 will remove the
“HOLD_DOWN” mode status associated with the private
virtual network service 403 and thereby allow the load bal-
ancing process 425 to begin forwarding communications to
the extranet Web service 405 again.

[0075] Whileitisnotexpressly shown in FIG. 4, the service
monitoring process 427 in the primary load balancing service
401 will check the status of platform services on all of the
available network appliances 307, as previously noted. Thus,
if the network appliance 307 A hosts the primary load balanc-
ing service 401, its service monitoring process 427 will check
the status of platform services on both the network appliance
307A and the network appliance 307B. Further, the service
monitoring process 427 will poll the node management pro-
cess 431 on both the network appliance 307A and the network
appliance 307B.

[0076] Advantageously, the service monitoring process
427 can monitor the status of the platform services on its own
network appliance 307 through interprocess communica-
tions. Such interprocess communications may be, for
example, a COM call on a network appliance 307 employing
the Microsoft Windows operating system, a pipeline on a
network appliance 307 employing the Unix operating system,
through local sockets or the like. Thus, the service monitoring
process 427 can determine the status of platform services on
its own network appliance 307 much faster than if it was
required to check the status through a switching device. Simi-
larly, the service monitoring process 427 can monitor the
status of the platform services hosted by other network appli-
ances 307 at a very high speed through the backplane 313.
[0077] It should be noted, however, that alternate embodi-
ments of the invention may employ different arrangements
for monitoring the status of the platform services. For
example, with some embodiments of the invention, the node
management process 431 of the primary load balancing ser-
vice 401 may check obtain status information from corre-
sponding node management processes 431 on all of the avail-
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able network appliances 307, as previous noted. Alternately,
the service monitoring process 427 on each network appli-
ance 307 may monitor the status of only local platform ser-
vices, and then report the status back to the service monitor-
ing process 427 (or the load balancing process 425) for the
primary load balancing service 401. Also, in the illustrated
embodiment, only the service monitoring process 427 of the
primary load balancing service 401 monitors the status of the
platform services on the network appliances 307. With alter-
nate embodiments of the invention, however, the service
monitoring process 427 of one or more secondary load bal-
ancing services 401 may monitor the status of the platform
services on the network appliances 307. This allows a sec-
ondary load balancing service 401 to quickly assume the
responsibility for load balancing if the primary load balanc-
ing service 401 fails.

[0078] As previously noted, the interface monitoring pro-
cess 429 monitors for critical systems failures in the network
301. That is, the interface monitoring process 429 monitors
the network for failures in individual devices, such as might
result from the failure of a power supply, a hard drive, a main
board, a processor, a memory module or a network interface
card. With the illustrated embodiment, the interface monitor-
ing process 429 for each network appliance 307 actively
monitors for critical system failures. Accordingly, even the
interface monitoring process 429 of a load balancing service
401 acting as a secondary load balancing service will check
for critical system failures. If it detects a critical system fail-
ure, the interface monitoring process 429 reports the failure to
the service monitoring process 427, which then relays this
information to the load balancing process 425.

[0079] The interface monitoring process 429 monitors the
interfaces and connections employed by its own network
appliance 307. For example, the interface monitoring process
429 may periodically transmit a spanning tree protocol
request to the switches 305 and 309 (and, if applicable, to a
switch employed on the backplane 313) through each of the
Ethernet connections 419-423 of its network appliance 307.
As known in this art, this type of message asks the switch
corresponding to the connection to identify the root of the
spanning tree. If no reply is received over one of the connec-
tions, then the interface monitoring process 429 will deter-
mine that the connection has failed (e.g., that the network
interface connection (NIC) card associated with the connec-
tion has failed). It then informs the load balancing process
425 of the failed connection.

[0080] The interface monitoring process 429 also sends
periodic “heartbeat” messages to the other network appli-
ances 307 through each of the Ethernet connections 419-423
of its network appliance 307, and monitors these Ethernet
connections 419-423 for replies to these heartbeat messages
(or, alternately, for similar heartbeat messages from other
network appliances 307). If the interface monitoring process
429 determines that it has not received such a message from
another network appliance 307 with a threshold period of
time, then it determines that the other network appliance 307
has suffered a critical failure. By comparing the responses to
the spanning tree messages with the replies to the heartbeat
messages, the interface monitoring process 429 can distin-
guish between a failure associated with its own network
appliance 307 and a failure associated with another network
appliance 307.

[0081] If the interface monitoring process 429 of the pri-
mary load balancing service 401 determines that a connection
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on its own network appliance 307 has failed, then that load
balancing service 401 removes itself as the primary load
balancing service. For example, with various embodiments of
the invention, it may attempt to inform the load balancing
services 401 of other network appliances 307 that it is resign-
ing as the primary load balancing service. As previously
noted, the switches 305 and 309 deliver communications to
the primary load balancer 401 by mapping the primary load
balancer 401 to the port corresponding to the virtual media
access control address in the communication. Still further, the
resigning primary load balancing service 401 will discon-
tinue responding to communications using the virtual Inter-
net-protocol address also described above.

[0082] On the other hand, if the interface monitoring ser-
vice 429 of a standby load balancing service 401 determines
that the primary load balancing service 401 has failed, then
that backup load balancing service 401 may proactively
attempt to assume the role of the primary load balancing
service. For example, the network 301 illustrated in FIG. 3
includes only two network appliances 307. Ifthe primary load
balancing service 401 fails, then the standby load balancing
service 401 must assume the load balancing functions for the
network 301 to continue to operate properly. With some
embodiments of the invention, if the standby load balancing
service 401 does choose to become the primary load balanc-
ing service, then it may attempt to notify the existing primary
load balancing service 401 of its intentions. Further, it may
attempt to have the switches 305 and 309 port map the virtual
media access control address to its network appliance 307.
Additionally, the backup load balancing service 401 will
thereafter respond to communications using the virtual Inter-
net protocol address. In this manner, the interface monitoring
service 429 allows a backup load balancing service 401 to
assume the primary load balancing responsibilities when the
primary load balancing service 401 fails.

[0083] It should be noted that, while the service monitoring
process 427, the interface monitoring process 429 and the
node management process 431 have been described as sepa-
rate processes, alternate embodiments of the invention may
combine two or more of these processes into a single moni-
toring process. For example, some embodiments of the inven-
tion may employ a single unified monitoring process to start
and stop platform services, check PID files for PID numbers
corresponding to platform services, check the status of the
platform services on each network appliance 307 in a net-
work, and monitor the status of connections and other system
failure problems in a network.

Virtual Network Address Multiplexing

[0084] As will be appreciated by those of ordinary skill in
the art, a communication using the Transmission Control
Protocol/Internet Protocol (TCP/IP) has four pieces of infor-
mation: an originating address, an originating port, a receiv-
ing address, and a receiving port. Moreover, various conven-
tions have become commonplace for using these protocols.

[0085] For example, communications using the unsecured
hypertext transfer protocol (HTTP) are typically received at
(and thus sent to) port number 80, while communications
using the secure hypertext transfer protocol (HTTPS) are
typically received at (and thus sent to) port number 443, and
communications using the SOCKS protocol are typically
received at (and thus sent to) port number 1080. Thus, accord-
ing to convention, both the virtual private network service 403
and the extranet Web service 405 of a network appliance 307
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should listen for communications at port 443. The virtual
private network service 403 and the extranet Web service 405
then normally cannot both share a single Internet protocol
address, however. Accordingly, various embodiments of the
invention may provide a separate Internet protocol address
for each of the virtual private network service 403 and the
extranet Web service 405, with each address still using port
443. While these embodiments allow the virtual private net-
work service 403 and the extranet Web service 405 to both
properly receive communications through port 443, this
arrangement requires the administrator of the network 301 to
provide the necessary extra Internet protocol addresses,
which may be expensive or time consuming.

[0086] Accordingly, various embodiments of the invention
employ port multiplexing to allow both the virtual private
network service 403 and the extranet Web service 405 to
receive communications through a single Internet protocol
address and port number. With port multiplexing, the primary
load balancing service 401 examines each incoming commu-
nication to determine which platform service should receive
the communication. For example, if the incoming communi-
cation should be processed by a virtual private network ser-
vice 403, then the communication will include a virtual pri-
vate network protocol frame embedded in the payload data
contained in the communication (e.g., the data originally
intended to be transmitted by the client computer). On the
other hand, if the incoming communication should be pro-
cessed by an extranet Web service 405, then it will include a
SSL “helo” message embedded in the payload data contained
in the communication.

[0087] After it determines the type of incoming communi-
cation, the primary load balancing service 401 directs the
communication to the appropriate platform service. Further,
the primary load balancing service 401 continues to act as an
intermediary between the source of the incoming communi-
cation. More particularly, the primary load balancing service
401 forwards data packets in the communication to the appro-
priate platform service, and then relays that service’s reply
data packets back to the source of the communication.
[0088] FIG. 5A illustrates how a client computer 501 com-
municates with an extranet Web service 503 in a conventional
network, such as the network 101 shown in FIG. 1. Initially,
the client computer 501 transmits a SYN message 505 as the
initial portion of the communication. The extranet Web ser-
vice 503 then acknowledges the SYN message with an ACK/
SYN message 507 in reply. Next, the client computer 501
sends the TCP ACK and CLIENT SSL. HELO message 509 to
the extranet Web service 503, and the extranet Web service
503 replies with the SERVER SSL. HELO message 511. From
this point, the client computer 501 and the extranet Web
service 503 continue to exchange messages to complete the
communication in a conventional fashion. As will be appre-
ciated by those of ordinary skill in the art, each of the mes-
sages described above will be made up of one or more data
packets. Further, with the Transmission Control Protocol/
Internet Protocol, each of the data packets will be sequentially
numbered, so that both the client computer 501 and the extra-
net Web service 503 can detect when a data packet has been
lost.

[0089] FIG. 5B illustrates how the port multiplexing opera-
tion employed by various embodiments of the invention oper-
ates in comparison. Again, the client computer 501 initially
transmits a SYN message 505 as the initial portion of the
communication. In this instance, however, the client com-
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puter 501 initially transmits the SYN message 505 to the port
multiplexer 515 rather than directly to the extranet Web ser-
vice 405.

[0090] The port multiplexer 515 replies to the SYN mes-
sage 505 from the extranet Web service 405 with its own
ACK/SYN 507 message. Next, the client computer 501 sends
the CLIENT SSL HELO message 509 to the load balancing
service 401 (illustrated as port multiplexer 515). By recog-
nizing this message 509 as a CLIENT SSL. HELO message,
the port multiplexer 515 determines that the client communi-
cation is intended for the extranet Web service 405 rather than
the virtual private network service 403. Accordingly, the port
multiplexer 515 forwards the CLIENT SSL. HELO message
509 to the extranet Web service 405. The extranet Web service
405 then replies with the SERVER SSL. HELO message 511,
which is relayed by the extranet Web service 405 to the client
computer 501. From this point, the client computer 501 and
the extranet Web service 405 continue to relay messages
through the port multiplexer 515 to complete the communi-
cation.

[0091] As with the conventional communication, each of
the messages making up the communication from the client
computer 501 to the extranet Web service 405 is made up of
one or more sequentially-numbered data packets. The num-
bering of the data packets exchanged between the client com-
puter 501 and the port multiplexer 515 will be different,
however, than the number of the data packets exchanged
between the port multiplexer 515 and the extranet Web ser-
vice 405. Accordingly, the port multiplexer 515 tracks the
sequence numbers in both sets of data packets, and modifies
them so that the extranet Web service 405 will recognize the
sequence numbers of the data packets relayed from the client
computer 501 and the client computer 501 will recognize the
sequence numbers of the data packets relayed from the extra-
net Web service 405. It should also be noted that, while the
above example illustrated a communication intended for the
extranet Web service 405, the same process is employed to
deliver communications to the virtual private network service
403 as well.

[0092] Because the port multiplexer 515 relays communi-
cations to both the virtual private network service 403 and the
extranet Web service 405, all three services may share a single
Internet protocol address. For example, the port multiplexer
515 may receive communications directed an Internet proto-
col address at a first port number. The virtual private network
service 403 may then receive communications directed to the
same Internet protocol address, but at a different port number.
Still further, the extranet Web service 405 may then receive
communications directed to the same Internet protocol
address but at yet another port number. Advantageously, the
port number for the port multiplexer 515 may be set to port
number 443, so that the port multiplexer 515 receives all
communications directed to the network 301 intended for a
secure platform service. The port numbers for the virtual
private network service 403 and the extranet Web service 405
can then be set to any desired port number.

Administrative Management Console

[0093] Turning now to the administrative management
console service 415, this service may be used to configure. the
topology of the network 301 and to setup and maintain the
client and load balancing services on the network appliances
307. For example, the administrative management console
service 415 may be used to set user permissions, identify and
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allocate network resources, and assign authentication infor-
mation and access rights to individuals and groups. With
various embodiments of the invention, the administrative
management console service 415 may also allow, for
example, a network administrator to configure the topology
of the network 301, and to inspect and modify the network
topology in the event of device or services failures. Still
further, the administrative management console service 415
can be used to configure and maintain user credentials and
policy rules, as previously discussed.

[0094] With various embodiments of the invention, the net-
work appliances 307 are organized into managed clusters,
which share a common set of policy rules and configuration,
as well as the necessary service control behavior to enable
replication of the policy rules and configuration on each net-
work appliance 307. Each cluster will have a master node,
which acts as the primary controller for the managed cluster.
For example, the administrative management console service
415 for the master network appliance 307 is responsible for
introducing changes to the policy rules and configuration
replicated on all of the network appliances 307 of the cluster.
This administrative management console service 415 may,
for example, replicate a “unified configuration,” which con-
tains all of the configuration information for the cluster, on
each network appliance 307 for the cluster.

[0095] The managed cluster may also have one or more
“slave” network appliances 307. A slave network appliance
307 listens for changes in the policy rules or configuration of
the managed cluster, and accepts configuration and policy
rule changes propagated by the master. In the illustrated
embodiment, communication of changes in the configuration
and policy rules may be communicated, e.g., over the back
plane 313.

[0096] With various embodiments of the invention, the ini-
tial point of configuration of a network appliance 307 will be
through a command line setup tool. The setup tool can be used
to provision the network appliance 307 with network infor-
mation necessary to participate on the network 301, including
an Internet protocol address for the network appliance 307.
Once provisioned, the person using the setup tool (e.g., the
administrator of the network 301) is prompted if the network
appliance 307 should be part of a cluster. If so selected, the
person using the setup tool is prompted for the name of the
cluster the network appliance 307 is to join and a unique
network appliance 307 identification that can be used to iden-
tify the network appliance 307 in the cluster.

[0097] Once the person using the setup tool has indicated
that the network appliance 307 is to be part of a cluster and has
specified an identifier, the network appliance 307 determines
if the backplane 313 for communicating changes among the
network appliances 307 in the cluster is present. If it is not,
then the added network appliance 307 does not start the
communication bus over the backplane 313. The added net-
work appliance 307 can then display a status code or Web
page indicating the error.

[0098] The selection of a master node for the clusteris done
via the administrative management console service 415. All
network appliances 307 are initially inserted as slave network
appliances 307. A master network appliance 307 then is
selected by logging into the administrative management con-
sole service 415 of intended master network appliance 307,
and selecting that network appliance 307 to be the master
network appliance 307. Once a master network appliance 307
has been selected and while that master network appliance
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307 is up and running, another network appliance 307 will not
be allowed to be promoted to master network appliance 307.
[0099] Accordingly, if a person (such as the network
administrator) attempts to access the administrative manage-
ment console service 415 console on a network appliance 307
other than the master network appliance 307, the person may,
for example, only receive a message directing them to the
master network appliance 307. Initially, the credentials used
to access the administrative management console service 415
on each network appliance 307 may be different. Once the
master network appliance 307 has been selected, however, it
will propagate its credentials to each slave network appliance
307.

[0100] With various embodiments of the invention, any
network appliance 307 added into the cluster communicates
with the master network appliance 307 to verify that the
version of software it is provisioned with is equal to the
version run by the master network appliance 307. If so, it will
receive updates from the master appliance 307.

[0101] When a slave network appliance 307 is inserted into
acluster, according to some embodiments of the invention the
master network appliance 307 may provision the slave net-
work appliance 307 with an Internet protocol address for the
Ethernet connection 421 from a known range of Internet
protocol addresses. If the master does not already have IP
information for the Ethernet connection 419 for the slave
network appliance 307, it will request that information from
the slave network appliance 307. The Ethernet connection
419 interface will be configured for every network appliance
307 during setup.

[0102] Once the initial Internet protocol address informa-
tion for a slave network appliance 307 has been established
and the slave has been inserted into a cluster using the setup
tool, the slave network appliance 307 is provisioned with the
configuration data maintained by the master network appli-
ance 307. This configuration may be, for example, a single
block of information used by every network appliance 307 in
the cluster, and may include information specific to a particu-
lar network appliance 307. The integrity of this information
may be protected, e.g., via a checksum, which can be deliv-
ered with the configuration data. If the network appliance 307
is being used in a dual-homed configuration, an administrator
may employ the administrative console service 415 to manu-
ally configure the Internet protocol address for the Ethernet
connection 421. After a network appliance 307 is provisioned
with the configuration data, it can start up the appropriate
services that are configured. In a conservative arrangement,
the network appliance 307 may not start a service until the
network appliance 307 has been provisioned with the con-
figuration data, but alternate embodiments of the invention
may allow, for example, a network administrator to select for
an earlier start up of one or more services. For the initial
configuration of an entire cluster, all slave network appliances
307 may be provisioned once a master in selected, to allow
various options for provisioning Internet protocol informa-
tion across the cluster.

[0103] With various embodiments of the invention, net-
work appliances 307 may be manually removed from the
cluster with their configuration information remaining intact.
[0104] Removal of the configuration information can be
performed automatically, however, if so desired. Typically, no
action will be taken by the master network appliance 307
when a slave network appliance 307 goes off-line from the
cluster. Similarly, a slave network appliance 307 will take no
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action when the master network appliance 307 goes off-line
from the cluster if it has a known, valid configuration (e.g., if
it has had a recent successful update of the configuration
information). If the slave network appliance 307 does not
have a known, valid configuration, then it may terminate the
services it provides until it receives valid configuration infor-
mation.

[0105] When a slave network appliance 307 that is already
a member of the cluster comes online, a check is made to
determine if it possesses the current configuration informa-
tion. If it does, then no changes are made to the network
appliance 307. If it does not have the current configuration
information, then the network appliance 307 undergoes initial
provisioning as discussed in detail above.

[0106] When the master network appliance 307 goes
offline, a window of opportunity is opened for another net-
work appliance 307 to assume the role of the master network
appliance 307. Without a master network appliance 307, the
cluster will act as an initial cluster configuration, and a new
master network appliance 307 may be selected via the master
promotion process as discussed in more detail below. Accord-
ingly, when the original master network appliance 307 comes
back online, it will try to reassert itself as the master network
appliance 307. If another network appliance 307 was pro-
moted to master while the original master network appliance
307 was offline, the original master network appliance 307
will not be successful at reasserting itself and will rejoin the
cluster as a slave network appliance 307.

[0107] The simplest implementation of promoting a slave
network appliance 307 to a master network appliance 307 is a
manual promotion. This type of promotion may be done, for
example, using the administrative management console ser-
vice 415 of the network appliance 307 being promoted. As
previously noted, however, the user interface for the admin-
istrative management console service 415 of a slave network
appliance 307 (which may be, for example, a page presented
in a web browser) will not allow promotion of a slave network
appliance 307 to a master network appliance 307 if that slave
network-appliance 307 determines that a master network
appliance 307 is already present in the cluster.

[0108] A network appliance 307 that previously had the
role of master may be taken off-line from the cluster inad-
vertently, and then come back on line. In this situation, the
following behavior is expected to occur. First, the original
master network appliance 307 comes online and queries the
cluster for master ownership. If another network appliance
307 claims to be the master network appliance 307; both
network appliances 307 then arbitrate ownership of the mas-
ter role. This arbitration may be done, for example, via exami-
nation of a shared token. The result of the arbitration is that
the master network appliance 307 that does not possess the
‘current’ token demotes itself to a slave network appliance
307.

[0109] Various embodiments of the invention may support
network appliance 307 upgrades on an individual node basis
rather than a centrally managed upgrade mechanism. Accord-
ing to these embodiments, the network may be upgraded by
first taking the master network appliance 307 offline and
stopping it. The master network appliance 307 can then be
upgraded while it is not attached to the cluster. Next, the
master network appliance 307 is brought back online, and it
automatically takes the slave network appliances 307 offline
for upgrading. The slave network appliance 307 may then be
upgraded and brought back online.
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[0110] With various embodiments of the invention, indi-
vidual settings may be used for controlling access and sup-
porting services on a network appliance 307. Alternately, the
configuration of the settings for controlling access and sup-
porting services on each network appliance 307 may be glo-
bal in scope.

[0111] Itshouldbenotedthata clustered network appliance
307 has two instances of configuration present at any time.
The first instance is the “active” configuration state, which is
the configuration currently applied across all network appli-
ances 307 in the cluster. The second instance is the “pending”
state, which is the state that will be applied to the network
appliance 307 once the master network appliance 307 com-
mits to a synchronization event. This allows a user to set new
configuration data but postpone actually implementing that
configuration data until desired, for minimal latency in propa-
gation changes.

[0112] Advantageously, provisioning of the network appli-
ance 307 can be simplified by delivering the policy and con-
figuration information as one payload. More particularly, (1)
the configuration information used during the setup process
to configure the operating system and the network configu-
ration, (2) the configuration information employed by the
management console, and (3) the configuration information
for configuring the access methods (e.g., the virtual private
network service 403 and the extranet Web service 405) and
the setting up the user policy information can be collected into
a single file. With some embodiments, this information can be
collected into a single file that uses the extensible markup
language (XML). By using the extensible markup language,
the combined file can both provide both a database containing
the configuration information and the rules for implementing
the contents of the database.

Operation of the Dual-Homed Network

[0113] Referring back now to FIG. 3, the operation of dual-
homed network employing network appliances 307A and
307B will now be explained. Initially, a client communication
delivered via the Internet 103 is received by the firewall 303,
which passes the communication to the switch 305. As pre-
viously noted, the client communication will be directed to
the access server 307 owning the virtual Internet protocol
address (VIP) and the virtual media access control address.
For example, if the load balancing service 401 of the network
appliance 307A is the primary load balancing service, then
the switch 305 will port map the client communication to the
network appliance 307A.

[0114] When the network appliance 307 receives the client
communication, the primary load balancing service 401
determines where to route the communication. If the client
communication does not have an existing association with a
particular platform service, then the load balancing service
401 routes the client communication to a suitable platform
service. For example, if the client communication is request-
ing access to the Intranet 105 through the use of a virtual
private network, then the primary load balancing service 401
will route the communication to a virtual private network
service 403. The virtual private network service 403 will then
decrypt the client communication using the key or keys
employed by the virtual private network, and add the network
address for the Intranet 1105 (or a node within the Intranet
105) to the client communication.

[0115] As previously noted, the primary load balancing
service 401 may route the communication based upon any
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desired load balancing algorithm, such as a round robin algo-
rithm or a weighted least connection algorithm. As also pre-
viously noted, the primary load balancing service 401 may
route the communication to a platform service hosted by its
ownnetwork appliance 307, or to a platform service hosted by
another network appliance 307 through the backplane 313. If
the client communication is affiliated with a particular plat-
form service (e.g., the client communication includes a an
encryption session identifier for an encryption session hosted
by a particular platform service, as explained in detail above),
then the primary load balancing service 401 routes the com-
munication to that particular platform service.

[0116] When the appropriate platform service receives the
client communication, it processes the client communication
as requested. After the platform service has processed the
client communication, the network appliance 307 hosting the
platform service then forwards the processed client commu-
nication onto the switch 309. The switch 309 then relays the
processed client communication to the firewall 311, which
passes the processed client communication onto the Intranet
105. The reply to the client communication is then passed
back through the firewall 311 to the switch 309.

[0117] After the platform service receiving the reply com-
munication processes the reply communication, it forwards
the processed reply communication to the primary load bal-
ancing service 401 which in turn performs a network address
translation process to provide the reply with a virtual Internet
protocol (VIP) address and routes it via switch 305, which
passes the processed reply communication to the firewall 303.
The firewall 303 then forwards the processed reply commu-
nication to the client through the Internet 103.

A Single-Horned Network

[0118] While the network arrangement shown in FIG. 3 is a
dual-homed network arrangement, FI1G. 6 illustrates a single-
homed network using the network appliances 307 according
to various embodiments of the invention. This arrangement is
referred to as a single-homed network because the network
601 has only a single access point to external networks (i.e.,
through switch 305). As seen in this FIG., the network 601
includes the firewall 303, the switch 305, and the network
appliances 307A and 307B. The single-homed network does
not, however, include switch 309 or firewall 311. Thus,
instead of relaying a processed client communication directly
to the Intranet 105, the network appliance 307 that processed
the client communication relays the processed client commu-
nication back-through the switch 305. The switch 305 then
transmits the processed client communication to the Intranet
105.

Use of N+1 Network Appliances in a Network

[0119] While the particular embodiments of the invention
described above have related to networks with only two net-
work appliances 307, it should be appreciated that alternate
embodiments of the invention may employ any desired num-
ber of network appliances 307. For example, F1G. 7 illustrates
anetwork 701 that employs network appliances 307A, 307B,
307C . ..307 (p, where the network appliance 307cep is the
N+1 network appliance 307 in the network 701 and N may be
any desired number suitable to meet the scale of client com-
munication with the failure of one network appliance 307.

[0120] It should be appreciated that most of the foregoing
description regarding networks employing only network
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appliances 307 A and 307B are applicable to networks having
N+1 network appliances 307, such as the network 701. For
example, As with the previously described embodiments, all
of the platform services on each of the network appliance
307A-307<p will be active, while only a single load balanc-
ing service 401 on a network appliance 307 will be active (i.e.,
only one load balancing service 401 will be the primary load
balancing service 401). Similarly, the distributed cache ser-
vice 417 will distribute desired information among all of the
network appliances 307A-307 (p in the network, while the
administrative management console service 415 may simi-
larly replicate policy rules and configuration information
among all of the network appliances 307A-307 (p in the
network. Likewise, data can be exchanged between each of
the network appliances 307A-307 (p over the backplane 313.
Because the backplane 313 services more than two network
appliances 307, however, it will additionally include a switch
(not shown).

[0121] With a network employing N+1 network appliances
307 where N>1, however, two or more load balancing ser-
vices 401 (other than the primary load balancing service 401)
will be available to serve as standby load balancing services
401. If the primary load balancing service 401 fails, any
desired technique may be used to select the new primary load
balancing service 401 from among the group of standby load
balancing service 401. The selection of a new primary load
balancing service 401 may be made by, for example, an
election among the standby load balancing services 401, by
selecting the standby load balancing service 401 with the
highest or lowest network address, or by simply going in
order from a previously devised list.

[0122] While the invention has been described with respect
to specific examples including presently preferred modes of
carrying out the invention, those skilled in the art will appre-
ciate that there are numerous variations and permutations of
the above described systems and techniques that fall within
the spirit and scope of the invention as set forth in the
appended claims. For example, while particular software ser-
vices and processes have been described as performing vari-
ous functions, it should be appreciated that the functionality
of one or more of these services and processes may be com-
bined into a single service or process, or divided among
additional services and processes.

What is claimed is:
1. A method for routing communications in a computer
network, the method comprising:

receiving a selection to provision a master network appli-
ance on a computer network at management console
service at a network appliance,

identifying that communications can be sent over a back-
plane at the network appliance to at least one other
network appliance, wherein the backplane is a low
latency link between the network appliance and the at
least one other network appliance that provides a dedi-
cated bandwidth for communications between the net-
work appliance and the at least one other network appli-
ance;

identifying an internet protocol address of the at least one
other network appliance, wherein the at least one other
network appliance is a slave network appliance to the
master network appliance; and

provisioning configuration data to the slave network appli-
ance by the master network appliance, wherein:
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the configuration data identifies a topology of the com-
puter network,

the topology of the computer network including a first
firewall, a first switch,

the first firewall communicates with the first switch over
a first network communication interface at the first
switch, and

the switch communicates with the master network appli-
ance over a second communication interface at the
first switch and communicates with the slave network
appliance over a third network communication inter-
face at the master network appliance.

2. The method of claim 1, wherein the low latency link is a
fourth network communication interface.

3. The method of claim 1, wherein the configuration data is
stored at the network appliance and at the slave network
appliance.

4. The method of claim 1, further comprising the master
network appliance sending updated configuration data to at
least the slave network appliance.

5. The method of claim 1, wherein the network appliance is
the master network appliance.

6. The method of claim 1, wherein the network appliance is
a second slave network appliance.

7. The method of claim 5, wherein the configuration data is
sent from the master network appliance to the slave network
appliance over the low latency link.

8. A non-transitory computer readable storage medium
having embodied thereon a program executable by a proces-
sor for performing a method for routing communications in a
computer network, the method comprising:

receiving a selection to provision a master network appli-

ance on a computer network at management console
service at a network appliance,

identifying that communications can be sent over a back-

plane at the network appliance to at least one other
network appliance, wherein the backplane is a low
latency link between the network appliance and the at
least one other network appliance that provides a dedi-
cated bandwidth for communications between the net-
work appliance and the at least one other network appli-
ance;

identifying an internet protocol address of the at least one

other network appliance, wherein the at least one other
network appliance is a slave network appliance to the
master network appliance; and

provisioning configuration data to the slave network appli-

ance by the master network appliance, wherein:

the configuration data identifies a topology of the com-
puter network,

the topology of the computer network including a first
firewall, a first switch,

the first firewall communicates with the first switch over
a first network communication interface at the first
switch, and

the switch communicates with the master network appli-
ance over a second communication interface at the
first switch and communicates with the slave network
appliance over a third network communication inter-
face at the master network appliance.

9. The non-transitory computer readable storage medium
of claim 8, wherein the low latency link is a fourth network
communication interface.
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10. The non-transitory computer readable storage medium
of claim 8, wherein the configuration data is stored at the
network appliance and at the slave network appliance.
11. The non-transitory computer readable storage medium
of claim 8, the program further executable to send updated
configuration data to at least the slave network appliance.
12. The non-transitory computer readable storage medium
of claim 8, wherein the network appliance is the master net-
work appliance.
13. The non-transitory computer readable storage medium
of claim 8, wherein the network appliance is a second slave
network appliance.
14. The non-transitory computer readable storage medium
of claim 12, wherein the configuration data is sent from the
master network appliance to the slave network appliance over
the low latency link.
15. A system for routing communications in a computer
network, the method comprising:
a first network appliance that receives a selection to provi-
sion a master network appliance on a computer network
at management console service at a network appliance,
wherein the first network appliance is provisioned as the
master network appliance, the master network appliance
includes a backplane, and the master network appliance
identifies that communications can be sent over the
backplane;
a second network appliance, wherein the backplane is
included in a low latency link for the communications
between the master network appliance and the second
network appliance, the low latency link providing a
dedicated bandwidth for communications between the
master network appliance and the second network appli-
ance, wherein:
an internet protocol address of the second network appli-
ance is identified, and the second network appliance is
a slave network appliance to the master network
appliance,

configuration data is provisioned to the slave network
appliance by the master network appliance, and

the configuration data identifies a topology of the com-
puter network,
a first firewall; and
a first switch, wherein:
the topology of the computer network includes the first
firewall and the first switch,

the first firewall communicates with the first switch over
a first network communication interface at the first
switch, and

the switch communicates with the master network appli-
ance over a second communication interface at the
first switch and communicates with the slave network
appliance over a third network communication inter-
face at the master network appliance.

16. The system of claim 15, wherein the low latency link
includes a fourth network communication interface.

17. The system of claim 15, wherein the configuration data
is stored at the master network appliance and at the slave
network appliance.

18. The system of claim 15, wherein the master network
appliance sends updated configuration data to at least the
slave network appliance.

19. The system of claim 16, wherein the configuration data
is sent from the master network appliance to the slave network
appliance over the low latency link.
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20. The system of claim 15, further comprising a second
slave network appliance that receives the configuration data
from the master network appliance.

#* #* #* #* #*
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